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Privacy statement on processing personal data in the Out-of-Commerce Works Portal 
 
Protecting your privacy is of the utmost importance to the European Union Intellectual Property 
Office (‘EUIPO’ or ‘us’ or ‘the controller’). The EUIPO is committed to respecting and protecting 
your personal data and ensuring your rights as a data subject. All data of a personal nature 
that identifies you directly or indirectly will be handled fairly, lawfully and with due care. 
 
This processing operation is subject to Regulation (EU) 2018/1725 of the European 
Parliament and of the Council of 23 October 2018 on the protection of natural persons with 
regard to the processing of personal data by the Union institutions, bodies, offices and 
agencies and on the free movement of such data, and repealing Regulation (EC) No 45/2001 
and Decision No 1247/2002/EC. 
 
The information in this communication is given pursuant to Articles 15 and 16 of Regulation 
(EU) 2018/1725. 
 
 
1. What is the nature and the purpose of the processing operation? 
 
Following the mandate of Directive 2019/790/EU, it is implemented as a single EU repository 
by means of which it can develop a collaboration network in order to ensure the exchange of 
the information related to out-of-commerce works between all the Member States. 
 
Personal data is processed for the following purpose(s): 
 

• within the portal, personal data will be processed to facilitate the identification of 
rights holders and creators of out-of-commerce works; 

 

• the processing of personal data is also required for the management of user 
accounts. 

 
Personal data will not be used for any automated decision making, including profiling. 
 
 
2. What personal data do we process? 
 
The categories/types of personal data processed are as follows: 
 
AUTHORS: the database can store and process personal information (names and surnames) 
of natural persons related to out-of-commerce works, namely identified authors, co-authors, 
performers, translators, etc. 

 

RIGHTS HOLDERS: in addition, the database can store and process personal information 
(names, surnames, emails, addresses, telephone numbers) of potential rights holders that 
would like to file an opt-out request for an out-of-commerce work. This information may be 
displayed to the public when the potential rights holder gives their permission to publish 
personal details on the portal. Furthermore, this information will be made available to the 
relevant organisations that are users of out-of-commerce works, or, if applicable, 
organisations processing information about out-of-commerce works (libraries, museums, 
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archives, broadcasting organisations, collective management organisations, public 
authorities). 

 

DATA-PROVIDING ORGANISATIONS: the portal will also contain personal information 
(names, surnames, emails, addresses, telephone numbers) of individual users that log in with 
the appropriate credentials to the Out-of-Commerce Works Portal, such as representatives of 
cultural heritage organisations, collective management organisations, public authorities or 
contact points. The personal information of individual database users will not be disclosed to 
the public. 

 

NEW RECORD: when filling in a new record for an out-of-commerce work, the user may 
provide personal data, when such information is available, such as the name and surname of 
the identified creator and/or rights holder. Should the creator and/or rights holder have 
remained anonymous, the user may specify this in the database. The user will be informed 
about the success of the out-of-commerce work record’s submission via an automatic 
notification generated by the portal. 

 

More information on the different user categories and their roles can be found under the Terms 
and Conditions of the Out-of-Commerce Works Portal. 

 

In all the processes related to the out-of-commerce work records, such as their update, 
checking information about possible errors in the record or the claiming of opt-outs, the user 
will be informed by the system, which will send an automatic email notification. 

 
 
3. Who is responsible for processing the data? 
 
FOR ADMINISTRATIVE FUNCTIONS 
Personal data processing is the responsibility of the Observatory director, acting as the 
delegated EUIPO data controller. 
 
FOR DATA ENTERED BY DATA-PROVIDING ORGANISATIONS 
The data-providing organisations. 
 
 
4. Who has access to your personal data and to whom is it disclosed? 
 
Personal data is disclosed to the following recipients: 
 
DATA-PROVIDING ORGANISATIONS 

The data will only be made available to those organisations using the Out-of-Commerce Works 
Portal (cultural heritage organisations, collective management organisations, public 
authorities, contact points). 

 

EUIPO ADMINISTRATOR 

The EUIPO, as the administrator of the portal, will have the ability to record or modify data 
contained in the portal. However, this would only ever be in exceptional circumstances, as 
only the data-providing organisations in the Member States will normally be able to do this. 

  

https://euipo.europa.eu/out-of-commerce/static/media/terms_conditions.91c2087f.pdf
https://euipo.europa.eu/out-of-commerce/static/media/terms_conditions.91c2087f.pdf
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GENERAL PUBLIC 

The general public will have access to the personal information (such as the names and 
surnames) of creators and rights holders of out-of-commerce works. 

 
 
5. How do we protect and safeguard your information? 
 
We take appropriate technical and organisational measures to safeguard and protect your 
personal data from accidental or unlawful destruction, loss, alteration and unauthorised 
disclosure or access. 
 
All personal data related to the Out-of-Commerce Works Portal’s procedures are stored in 
secure IT applications according to the EUIPO’s security standards as well as in specific 
electronic folders accessible to authorised recipients only. Appropriate levels of access are 
granted individually only to the abovementioned recipients. 
 
The database is password-protected under a single sign-on system and connected 
automatically to the user’s ID. E-records are held securely to safeguard the confidentiality and 
privacy of the data therein. 
 
All EUIPO staff and service providers dealing with personal data in the context of the Out-of-
Commerce Works Portal procedures must sign a confidentiality declaration that is kept in the 
procedure folder. 
 
 
6. How can you access your personal information and, if necessary, correct it? 

How can you receive your data? How can you request that your personal data 
be erased, or restrict or object to its processing? 

 
You have the right to access, rectify, erase and receive your personal data, as well as restrict 
its processing or object to the same, as provided in Articles 17 to 24 of Regulation 
(EU) 2018/1725. 
 
If you would like to exercise any of these rights, please send a written query explicitly stating 
your request to the delegated data controller, the Observatory director at: 
observatory@euipo.europa.eu 
 
 
Your request will be answered without undue delay, and in any event within 1 month of receipt 
of the request. However, according to Article 14(3) of Regulation (EU) 2018/1725 this period 
may be extended by up to 2 months where necessary, taking into account the complexity and 
number of requests. The EUIPO will inform you of any such extension within 1 month of receipt 
of the request, together with the reasons for the delay. 
 
Please note that if your request concerns data entered by the data-providing organisations, it 
will be forwarded to the corresponding organisation, who will address your request in 
accordance with their applicable legislation. 
 
 

mailto:observatory@euipo.europa.eu
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7. What is the legal basis for processing your data? 
 
Personal data is processed in accordance with Article 5(1)(a) of Regulation (EU) 2018/1725, 
which states that ‘processing is necessary for the performance of a task carried out in the 
public interest or in the exercise of official authority vested in the Union institution or body’. 
 
Personal data is collected and processed in accordance the following legal instrument: 
 

• Article 10 of the Directive (EU) 2019/790, which states that the EUIPO is responsible for 
establishing and managing a public single online portal for out-of-commerce works. 

 
 
8. How long can data be kept? 
 
Taking into account that one of the purposes of Directive (EU) 2019/790 is to facilitate the opt-
out procedure for rights holders in respect of works that appear to be out-of-commerce, 
personal data related to out-of-commerce works will be stored in the portal for an unlimited 
period of time. Any extinction of the retention period will be decided by the organisation that 
controls the data. 
 
For user management, the retention period of data is limited to 5 years of inactivity. 
 
When the data associated with the record or the record itself is deleted, the retention period 
of data is a maximum of 1 year. 
 
In the event of a formal appeal, all data held at the time of the appeal will be retained until the 
completion of the appeal process. 
 
 
9. Contact information 
 
Should you have any queries on the processing of your personal data, please address them 
to the data controller, the director of the European Observatory on Infringements of Intellectual 
Property Rights, at: DPOexternalusers@euipo.europa.eu 
 
As noted in Section 6, if your query concerns the data entered by a data-providing 
organisation, it will be forwarded to the corresponding organisation, so that it can be addressed 
by them. 
 
You may also consult the EUIPO data protection officer (DPO) at: 
DataProtectionOfficer@euipo.europa.eu. 
 
Forms of recourse 
 
If your request has not been responded to adequately by the data controller and/or DPO, you 

can lodge a complaint with the European Data Protection Supervisor at: 

edps@edps.europa.eu. 

https://eur-lex.europa.eu/eli/dir/2019/790/oj
mailto:DPOexternalusers@euipo.europa.eu
mailto:DataProtectionOfficer@euipo.europa.eu
mailto:edps@edps.europa.eu

