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Introduction 

 

The IP Enforcement Portal (IPEP) is an interactive, reliable and user-friendly tool for EU IPR 

enforcement, serving as a secure communication tool between all related parties: rights holders 

(and/or their legal representatives), EU enforcement authorities, the EU Commission and its EU 

delegations around the world. 

IPEP is the integration of the Enforcement Database (EDB), the Anti-Counterfeiting Intelligence 

Support Tool (ACIST) and the Anti-Counterfeiting Rapid Intelligence System (ACRIS). 

These tools that were once independent are now modules within a single portal: 

- Report detentions (ACIST) 
- Exchange information (EDB) 
- Report non-EU cases (ACRIS) 

 

After a user successfully authenticates (i.e. enters a correct username/password): 

- If the user has only access to one module, the user is redirected to that specific module. 
- If the user has access to Exchange information and other modules, the user is redirected to 

Exchange information and from there he or she is able to access other modules 
- In Report detentions and Report non-EU cases modules there are menu options to access 

Exchange information  
 

 

 

The Exchange information module allows the exchange of key information between rights holders and 

enforcement authorities to help them distinguish between original and fake goods and it provides data from 

non-EU IP infringement cases to help to shape EU policies to protect businesses in third countries and statistics 

on detentions of articles suspected of infringing intellectual property rights at borders and in the internal 

market. 

IPEP was created under the mandate of Regulation (EU) 386/2012 entrusting the European Observatory on 

Infringements of IP Rights to the EUIPO. The Regulation defines as a core objective of the Observatory the 

development of systems to gather, analyse, report and exchange key information on the scope and scale of 

and trends in counterfeiting and piracy in the European Union.  

The tool is free of charge. 
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The Exchange Information module opens a line of direct communication between enforcement authorities 

and rights holders to protect products against counterfeiting. 

It is built upon the existing IPR databases, TMview and DesignView. The rights holders can upload data about 

their IPRs, together with contact information and product details, which makes it easier for authorities to 

identify counterfeits and take action. The enforcers can verify immediately whether there is a valid right that 

can be enforced. 

 

IPEP is integrated in the secure network of the EU Commission τ DG Taxation and Customs Union (DG 

TAXUD), which allows secure access not only to customs but also to police authorities. 

Additional features of the Exchange Information function: 

¶ IP rights holders can send alerts to the authorities; 

¶ authorities can send suspicious cases to the rights holders for fast verification; 

¶ authorities can view data in their own language; 

¶ IP rights holders can submit applications for customs actions under Regulation EU No 608/2013 

concerning customs enforcement  

 

This guide aims to explain the contents of each section of the Exchange Information module (ex Enforcement 

Database (EDB)) of IPEP and the nature of the information provided, so as to help law enforcement authorities 

to make the best use of it in their daily work. The EUIPO would like to thank the valuable contributions of the 

Italian Guardia di Finanza to this guide. 
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1 Access to the IP Enforcement Portal 
 

Customs officers and police authorities from all EU Member States have access to the IP Enforcement Portal. 

EU customs officers can access IPEP through a direct link in the customs database COPIS: 

 

 

Once connected to the Common Communication Network (CCN), it is also possible to access the IP 

Enforcement Portal using the following URL: https://ohimdb.ohim.ccncsi.int:8443/enforcementdb-ui-webapp/ 

 

If you as a customs officer would like to have access to IPEP, please contact a CCN administrator in your 

country. 

 

https://ohimdb.ohim.ccncsi.int:8443/enforcementdb-ui-webapp/
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If the AFA management section is not available in COPIS or is empty, you should also contact your national CCN 

administrator. 

 

 

CCN profiles for managing Pre-AFAs in COPIS are as follows: 

¶ copis-preafa-manager 

¶ copis-preafa-consult 

¶ copis-afa-manager 

 

Police officers can access IPEP in two manners: through the CCN network in the same way as customs officers 

or by using a secure internet connection from a static IP address at their office. 

 

If your authority uses a static IP address, the link to access the IP Enforcement Portal is as follows: 

https://euipo.europa.eu/ohimportal/en/web/observatory/ip-enforcement-portal-home-page 

https://euipo.europa.eu/ohimportal/en/web/observatory/ip-enforcement-portal-home-page
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You will receive a NO REPLY e-mail from the European Union Intellectual Property Network (EUIPN) with a PIN 

code. No password is required, you only need to provide your username and PIN code. 

 

If your police authority would like to have access to IPEP, contact the IP Enforcement Portal team for more 

details at ipenforcementportal@euipo.europa.eu. 

mailto:ipenforcementportal@euipo.europa.eu
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2 Dashboard 
 

 

 

The Dashboard gives you quick access to the different functions of IPEP: 

¶ Global Search and Advanced Search; 

¶ Alerts for Customs and Police; 

¶ Suspicious Case Room. 
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3 Global Search 
 

3.1 Global Search (Basic) 

 

The Global Search function allows you to search for supplementary information about companies, products 

and IP rights that could suffer any kind of IPR infringements. 

 

The Global Search window contains a field, in which you must enter the search criteria, making use of a 

keyword (a word indicating the type of product under examination, a name appearing on a logo or trademark, 

a word appearing in the name of a company, etc.). If you wish to limit the search to one country or a range of 

countries for which IPRs are validly registered, choose this option and a drop-down menu appears. 

 

For each category of information produced by the Global Search, a number appears in brackets to indicate 

whether your search has been successful. (0) indicates that no results have been found in that category, while 

(X) means that the search has identified X results. 

 

If you click on the tab for the category that interests you, a screen opens displaying the hits found for that 

category. The hits are displayed in a list of entries, which you can click on to access detailed information about 

the company, the product, the IPR, etc.  
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3.2 Global Search (Advanced) 

 

There is also an Advanced Search button, which allows you to filter your search by: 

¶ Company Name; 

¶ Product specification (keywords); 

¶ Product Image Description; 

¶ IPR Registration; 

¶ Product Identifier; 

¶ Product Barcode; 

¶ CN Tariff; 

¶ IPR Denomination. 

 

The search function provides information in the following categories: 

¶ Products; 

¶ Companies; 

¶ Trade Marks; 

¶ Designs; 

¶ Geographical indications; 

¶ Patents; 

¶ Copyrights; 

¶ Plant variety; 

¶ Other IPRs; 

¶ Applications for Action (AFAs).1 

 

Not all information uploaded to IPEP by an IPR holder is automatically visible by a logged-in authority; details 

such as company information, IPRs and contacts in the Member States are disclosed by default, whereas 

information on products, logistics, etc. is only visible if the IPR holder opted to share it with that particular 

 
1 Only available for customs authorities 
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authority when uploading. 
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4 Company Information 

 

When you click on the ΨCompaniesΩ tab in the results of the Global Search, the ΨCompany InformationΩ window 

opens, where, inter alia, you can find the following information: 

¶ the cƻƳǇŀƴȅΩǎ ǇǊƻŘǳŎǘ ǇƻǊǘŦƻƭƛƻ; 

¶ its details and contact points, including the ǊƻƭŜ ŀƴŘ ŎƻƳǇŜǘŜƴŎŜ ƻŦ ǘƘŜ ŎƻƴǘŀŎǘ ǇŜǊǎƻƴΣ ŎƻǳƴǘǊȅΩǎ 

coverage, languages spoken, etc. 

¶ tƘŜ ŎƻƳǇŀƴȅΩǎ Ltw ǇƻǊǘŦƻƭƛƻ; 

¶ tƘŜ ŎƻƳǇŀƴȅΩǎ ǎŜlling strategy. 
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5 Product Information 

 

When you click on the ΨProductsΩ tab of the Global Search results, you can consult detailed information about 

the products in the IP Enforcement Portal. You can reach the same information by opening the ΨProduct 

PortfolioΩ section under ΨCompany InformationΩ (see paragraph above). 

 

In both cases, if you click on the product of interest in the list, the ΨProduct InformationΩ section opens. 
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This section gives you a range of information and images to use for comparison and analysis purposes in 

enforcement activity and to help you take decisions: 

¶ General Info: information about the product, including its main image and market value. 

¶ Product Images/Videos: images of genuine and fake products, labels, identification devices of genuine 

products (holograms, marks, etc.). 

¶ View IPR related to this Product: information about IPRs related to the product. 

¶ Genuine Logistics: information on genuine logistics (production sites, authorised distribution channels, 

entry points in the EU and transport routes). 

¶ Packages: information on how authentic goods are packaged and how to distinguish between genuine 

and counterfeit packaging. 

¶ Goods Clearance Details: information on how customs clearance of authentic goods is carried out and 

the companies dealing with it. 

¶ Past Cases: information on past cases of detection or seizures of fake products, with images of fake 

seized products and other information about the case. 

¶ Companies Involved: the list of the involved companies authorised in the supply chain. 

¶ Traders: the list of the traders authorised in the supply chain. 

¶ Market Value (EU): the market value of the product. 

¶ Accompanying Documents: the portfolio of documents that usually or always accompanies the 

shipment of the product. 
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6 Information about IPRs 
 

 

You can consult information about IPRs by clicking on the relevant category of the Global Search results. The IP 

Enforcement Portal currently provides information on the main categories of IPRs covered by Regulation EU 

No 608/2013 concerning customs enforcement: (trademarks, designs, geographical indications, patents, 

copyright, plant varieties, etc.). 

 

IPEP checks the existence and validity of trademarks and design models immediately, using a direct connection 

to the EUIPOΩǎ ŘŀǘŀōŀǎŜǎ: TMview for European Union trademarks and DesignView for design models. These 

databases contain information not only about European Union trademarks, but also updated information on 

all national trademarks of the Member States as well as international trademarks. This information is updated 

nightly. You can access the information you require directly by clicking on the IPR reference number. You can 

reach the trademark registration certificate with just a few clicks. 

 

IPEP also gives you validated information for EU geographical indications on agricultural products and 

foodstuffs, wines and spirit drinks, using its direct connection to the relevant databases managed by the EU 

Commission, DG Agriculture and Rural Development: DOOR, e-Bacchus and e-Spirit Drinks. Any other IPRs are 

currently uploaded manually by the rights holder. Enforcers will therefore need to check the validity and 

content of these rights on a case-by-case basis. 
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7 Applications for Action (AFAs) 
 

 

If you are a customs authority, you can consult information about applications for customs actions (AFAs) 

submitted by IPR owners under Regulation (EU) No 608/2013 by clicking on the relevant category of the Global 

Search results. 

 

This search function provides the list of AFAs filed through the IP Enforcement Portal. The information 

provided includes inter alia: 

¶ the company that applied for the action, with direct access to the company information section; 

¶ the AFA ID, allowing you to view the AFA content in PDF format and attachments; 

¶ the IPRs covered by the application, with direct access to trademark (TMview) and design databases 

(DesignView); 

¶ the products, with direct access to the product information section. 

 

Furthermore, the list includes the link to the available translations of the AFA and the relevant attachments. 


















































