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IP ENFORCEMENT

Introduction

The IP Enforcement PorfdPEP)s an interactive, reliable and usétendly tool for EU IPR
enforcement, serving as a secuwwx@mmunication tool between all related parties: rights holders
(and/or their legal representatives), EU enforcement authorities, the EU Commission and its EU
delegations around the world.

IPERSs the integration of the Enforcement Database (EDB), the@amtinterfeiting Intelligence
Support Tool (ACIST) and the Abtiunterfeiting Rapid Intelligence System (ACRIS).

These tools that were once independent are nmeduleswithin a single portal:

- Report detentions (ACIST)
- Exchange information (EDB)
- Reportnon-EU cases (ACRIS)

After a user successfully authenticates (i.e. enters a correct username/password):

- If the user has only access to omedule the user is redirected to that specifitodule

- If the user has access Exchange informatioand othermodules, the user is redirected to
Exchange informatioand from there he or she is able to access otnedules

- InReport detentionsnd Report norEU casemodulesthere are menu options to access
Exchange information

IP Enforcement

Portal
Y Y ¥
Exchange Report non-EU
R
Information Lases R

The Exchangeinformation module allows the exchange of key information between rights holders and
enforcement authorities to help them distinguish between original and fake goods and it provides data from
non-EU IP infringement cases to help to shape EU policies teqirbusinesses in third countries and statistics
on detentions of articles suspected of infringing intellectual property rights at borders and in the internal
market.

IPEPwas created under the mandate of Regulation (EU) 386/2012 entrusting the Europesmv@ory on
Infringements of IP Rights to the EUIPO. The Regulation defines as a core objective of the Observatory the
development of systems to gather, analyse, report and exchange key information on the scope anaf scale
and trends in counterfeiting and piracy in the European Union.

The tool is free of charge.
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The Exchange Informatiomodule opens a line of direct communication between enforcement authorities
and rights holders to protect products against counterfeiting.

It is built upon the existingPR databases, TMview and DesignView. rigtds holders can upload data about
their IPRs, together with contact information and product details, which makes it easier for authorities to

identify counterfeits and take action. The enforcers can verify immediately whether there is a valid right that

can ke enforced.

IPEPis integrated in the secure network of the EU CommisgiorDG Taxation and Customs Union (DG
TAXUD), which allows secure access not only to customs but also to police authorities.

Additional features of the Exchange Information function:

1 IP rights holders can send alerts to the authorities;

i authorities can send suspicious cases to the rights holders for fast verification;

i authorities can view data in their own language;

i IP rights holders can submit applications for customs actions undgul&®n EU N&08/2013

concerning customs enforcement

This guide aims to explain the contents of each section oftkehange Informatiomodule (ex Enforcement
Database (EDB)) t?!ERand the nature of the information provided, so as to help law erdarentauthorities
to make the best use of it in their daily work. The EUIPO would like to thank the valuable contributions of the

Italian Guardia di Finanzeo this guide.
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1 Access to the IP Enforcement Portal

Customs officers angolice authorities from all EU Member States have access ttRtlenforcement Portal

EUcustoms officers can acceB3ERhroughadirect link inthe customsdatabaseCOPIS:

| anti-COunterfeit and anti-Piracy Information System

European Commission, Taxation and Customs Union

PreAFA Management AFA Management Infringement Management
Find ProAFA Ragistar AFA
PreAFA Notifications Eind AFA
AFA Notifications Infringement Notifications

Laiest Events test Fyents l

Ji Upload

s WRthout action ragisterad

QN 10QUEstS

AFA s

| Produce Statistic Reports System Management
Free Reports Syztem Parameters
Predefined Reports S s Query

Reference Data Management

List Reforance Dat

IP ENFORCEMENT

M0 3311 (0005059 $5.27.47)

Once connected to the Common Communication Network (C@N}p also possible to access tHE

Enforcement Portalisingthe following URLhttps://ohimdb.ohim.ccncsi.int:8443/enforcementdbi-webapp/

If you as a customs officer would lite have access téPEPR pleasecontact aCCN administrator in your

country.
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If the AFA managemergectionis not availablén COPI8r is empty, you should als@etact your national CCN

administrator.

Iser Guide

anti-COunterfeit and anti-Piracy Information System

European Commission, Taxation and Customs Union

AFA Management

Reaqister AFA
Find AFA

List AFA Drafts
AFA Notifications
Latest Events

Produce Statistic Reports

Enter Criteria
My Tasks

CCNrofiles for managing PrAFAs in COPIS ag follows

i copispreafamanager
i copispreafaconsult
i copisafa-manager

Police officers can acced®ERN two manners through the CCN network in the same way as customs officers

or by using a secure internet connection from a static IP adda¢#fiseir office.

If your authority uses a static IP address, the link to accéms IP Enforcement Portals as follows

https://euipo.europa.eu/ohimportal/en/web/observatory/ipenforcementportal-home-page
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Q Eu Ipo Promoting and supporting intellectual
EUROPEAN UNION
INTELLECTUAL PROPERTY OFFICE
Observatory property value
Home  About the Observatory Intellectual property for... Facts, Figures and Case Law ~ News & events

IP ENFORCEMENT (ol

The single EU platform to deal with IPR enforcement matters
A free, multilingual and secure tool

LOG IN

Request a rights holder or enforcer account

The IP Enforcement portal is the integration of the EDB, ACIST and ACRIS tools in a single platform

You will receive a NO REPEMail from theEuropean Union Intellectual Property Network (EUIRN) a PIN

code No passwords required,you only need toprovide your username ang@IN code

Sign in to Enforcement DB
 m— |

|

O

XN
=
-
N
X e
<
-~
N
&

If your police authority would like tdhave access téPER contactthe IP Enforcement Portaeam for more

detailsat ipenforcementportal@euipo.europa.eu
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Dashboard

Quick access to the different functions of the system.
Global Search Alerts for Customs and Police

Filter by Member State

BB Aovancea Search Include Closed

BORD20190424150749

Suspicious Case Room EUIP20190607111859

QuilcUATalert

Incluge Closed Cases EUIP20190530110125
EUIP: 3172206
REFERENCE OMPANY STATUS DEADLINE
Y v v EUIP20181123175440
RATestAttachments1 A-Team Company Dran 251042019 ¢ a8 JON_SALCHICHON. 1
EP_004 Blank Company Pending Company 1410622019 >lala -
AGR Test SuspCase Fix  LE_PERFORMANCEN7  Pending Company 0410412019 sli&la e
JON_TEST_SC_010 EUIPO (Adidas) Pending Authority 2110612019 >laa BRI STe
JON_TEST_IPEP_001 EUIPO (Adidas) Pending Authority sliala JONALERTS. 20490409
testimagedelete A-Team Company Pending Authority 1210412019 > a ENEIOATHAMZINS

STATUS

Drant

Sent to Authority

Sent to Authority

Sent to Authority

Sent to Authority

Sent to Authority

Pending Company

Pending Company

Viewed Authority

Viewed Authority

Viewed Authority

Viewed Authority

v
» P B P B B P B P P BB
¥

The Dashboardivesyou quick access to the different functions IBFEP
1 GlobalSearchand Advance Search

1 Alerts forQustoms andPolice;

1 Suspiciou€aseRoom.
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3 Global Search

3.1 Global Search (Basic)

Global Search

[] Fiter by Member State

The Global Search function allows/ou to search for supplementary informatiombout companies, products

and IP rights that could suffer any kind of IPR infringements.

The Gobal Search window contains a fieldn which you must enter the search criteria, making use of a
keyword (a word indiating the type of product under examination, a name appearing on a logo or trademark,
a word appearing in the name of a company, eti¢.youwish to limit the search to one country or a range of

countries for which IPsare validly registered;hoosethis option and a drofglown menu appears

Global Search

Search supplementary information of those companies, products and IP rights that could suffer any kind of IPR infringsments

[] Filter by Member State

B3 Advanced Search

Products (54) Companies (1) Trade Marks (2147) Designs (246) Geographical Indications (0) Patents (10) Copyrights (3) Plant Variety (7) Other IPRs (14)
AFAs (14)

Search in the results: 2 3 Ned—

MAIN IMAGE COMPANY | OWNER PRODUCT NAME PRODUCT SPECIFICATION (KEYWORDS)

EUIPO 101010 Handtaschen

For each category of information produced by t@mbal Search, a nhumber appears in brackets to indicate
whetheryour search has been successful. (0) indicates that no results have been found ¢atégadry, while

(X) means that the search has identified X results.

If youclick on thetab for the categorythat interests yoy a screeropensdisplaying the hits found for that
category. The hits are displayed in a list of entries, whaincan clickon to accessletailed information about

the company, the product, the IPBc.
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3.2 Global Search (Advanced)

Global Search

Search supplementary information of those companies, preducts and IP rights that could suffer any kind of IPR infringements.

Filter by Member State

B Quick Search

Company Name Product identifier

Product specification Product barcode
(keywords)

CN Tariff
Product image

IPR Denomination
description

IPR Registration m

There is also aAdvancedSearch button, which allowgouto filter your searchby:
CompanyName

Product pecification (keywords)

Product Image Description

IPR Registration;

Product Identifier

Product Barcode

CN Tariff

=A =4 =4 =4 -4 -4 -4 -

IPRDenomination

Thesearch function provides information in the following categories:
Products

Companies

TradeMarks

Designs

Geographical indications

Patents

Copyrights

Plant variety

Other IPRs;

=A =4 =4 =4 -4 -4 -4 -4 -4 -4

Applications for ActiofAFAs)*

Not all informationuploadedto IPERby an IPR holder is automatically visibleadpggedin authority; details
such as companyinformation, IPRsand contactsin the Member Statesare disclosed by defaultyvhereas

information on products, logistics, etis only visible if the IPR holder opted to share it with that particular

1 Only available for customs authorities
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authority when uploading.
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4  Companyinformation

Global Search

Search supplementary information of those companies, products and IP rights that could suffer any kind of IPR infringements

[ Filter by Member State

B Advanced Search

Products (54) Companies (1) Trade Marks (2147) Designs (246) Geographical Indications (0) Patents (10) Copyrights (3) Plant Variety (7) Other IPRs (14)

AFAs (14)

Whenyou click on thel€ompanie§tab in the results of theGobal Search, thel'€ompany Informatiofwindow

opens,where, interalia, you can find théllowing information:

1 the YLI y&@ Q& LINBRdAzOG LIR2NIF2f A2

1 its details and contact points, includinge N2t S | yR O02YLISGSyO0S 2F (KS
coverage, languages spoken, etc.

1 tKS O2YLI yeQa Ltw LR2NIF2f A2

1 tk S O2 Y Lling sir&egy. a S

Home b EUIPO

Company Information
Information about the company, contact points and IPR portfolio.
Product Portfolio
Company Details
Contact Points
IPR Portfolio
Additional Webpages
Selling Strategy
Past Cases Overview

Document Portfolio
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5 Product Information

Global Search

Search ! ry of those , P and IP rights that could suffer any kind of IPR infringements.

[ Filter by Member State

B A~avanced Search

Products (54) Companies (1) Trade Marks (2147) Designs (246) Geographical Indications (0) Patents (10) Copyrights (3) Plant Variety (7) Other IPRs (14)
AFAs (14)

Whenyou click on thelProduct$tab of the Global Searchesults,you can consultletailed information about
the products inthe IP Enforcement Portalyou can reachhe same information by opening th®roduct

Portfoliosection undeMompany Informatiof{see paragraph above).

In both casesf youclick on the product of interesh the list, theWProduct Informatioisection opens.

&0~ Sun glasses (demo)

Information about the products, images, logistics, etc.
General Info
Product Images/Videos
View IPR related to this Product
Genuine Logistics
Packages
Goods Clearance Details
Past Cases
Companies Involved
Market Value (EU)
Traders

Accompanying Documents
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This sectiongives youa range of information and images to use for comparison and analysis purposes in

enforcement activity and to helpoutake decisions:

il
f

=A =4 =4 =4

Generalinfo: information aboutthe product, including itsnainimage and market value.

Product Images/Videasimages ofgenuine andake products, labels, identification devices of genuine
products (holograms, marks, etc.)

View IPR related to this Producinformation about IPRs related to the product.

Genuine Logisticanformation on genuine logistidg@roduction sites, authosed distribution channels,
entry points in the EU and transport routes).

Packagesinformation on how authentic goods are packaged and how to distinguish between genuine
and counterfeit packaging.

Goods Clearance Detail;formation on how customs clearance of authentic goods is carried out and
the companies dealing with it.

Past Casesnformation on past cases of detection or seizures of fake products, with images of fake
seized products and other informati@boutthe case.

Companies Involverthe list of the involved companies authsed in the supply chain.

Traders the list of thetraders authorised in the supply chain.

Market Value (EU)the market value of the product.

AccompanyingDocumens: the portfolio of documentsthat usually or always accomps the

shipment of the product.
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6 Information about IPRs

Global Search

Search supplementary information of those companies, products and IP rights that could suffer any kind of IPR infringements

[J Filter by Member State

Bl Advanced Search

Products (54) Companies (1) Trade Marks (2147) Designs (246) Geographical Indications (0) Patents (10) Copyrights (3) Plant Variety (7) Other IPRs (14)

AFAs (1)

You can consulhformation about IPRby clicking on the relevant categooy the Global Searchesults ThelP
Enforcement Portaturrently provides information on the main categories of IPRs covered by Regulation EU
No 608/2013 concerning astoms enforcement (trademarls, desigs, geographical indications, patesnt

copyright, plantvarieties etc).

IPERcheckghe existence and validity of trademarks and design modetsediately usinga direct connection
to the EUIP@ & R {iTMdew d3oBRuropeanUnion trademarks and DesignView for design mod@lese
databases contain information not only abobtiropean Uniortrademarks but also updated informatioron
all national trademarks of the Member Statas well asnternational trademarks. This information updated
nightly. Youcan accesthe information yourequire directly by clicking on the IPR reference numb¥ou can

reach the trademark registration certificate with justfew clicks.

IPEPalso gives you alidated information for EU geographical indications on agricultural products and
foodstuffs, wines and spirit drinksising itsdirect connection to the relevant databasenanaged by the EU
CommissionPG Agriculture and Rural DevelopmebBlOOR, Bacchusand eSpirit DrinksAny other IPRare
currently uploaded manually by the righholder. Enforcers will therefore need to check thalidity and

content of these rights on a cadw-case basis

Q, Giobal Search @ MView X o+ = 2] X

“ C @ tmdn.org/tmyiew/#/tmview/dstail/EM500000002456353 a v 0 © a®* & :

m m|+| engshen) v Signin  Regster

Companies (0) Trade Marks (125) Designs (100)

nacao0s (0)  Paenis(0)  Copyrihis (0)
AFAs (0)

Dates

Xoarvatory  Andrean Sthl &M (02456353 o 4-Mix
AG8Co KG (G) 4-Mix

ol
-

Office

R EVIPO
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7 Applications for Action (AFAS)

Global Search

Search supplementary information of those companies, products and IP rights that could suffer any kind of IPR infringements.

[] Filter by Member State

B Advanced Search

Products (54) Companies (1) Trade Marks (2147) Designs (246) Geographical Indications (0) Patents (10) Copyrights (3) Plant Variety (7) Other IPRs (14)
AFAs (14)

If you are acustoms authority, gu can consultnformation about applications focustoms actios (AFAS)
submitted by IPR owners under Regulat{&WJ) Nd08/2013 by clicking on the relevant categarfithe Gobal

Searchresults

This search function provides the list of AFAad through the IP Enforcement Portal The information

provided includes inter alia:

i the companythat applied for the action, with direct access to the company information segtion

1 the AFAD, allowingyouto view the AFA content iRDFormat and attachments

1 the IPRs covered by the application, with direct accessamemark (TMview)and designdatabases
(DesignView

1 the products, with direct access to the product information section.

Fuithermore, the list includes the link tilhe availablgranslations of the AFA and the relevant attachments.
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